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Importance de I’OSS chez Technicolor

Les activités de Technicolor

Connected Home: Ventes de produits broadband
et video- CA: 2,419B € en 2017, (~42M de
produits vendus)

Home Entertainment Services: replication de
DVD et BD — CA 2017: 1,024 B€, (1,5 milliard
DVD/BD vendus)

Production services: post-production, VFX,
cinema d’animation, publicités..- CA: 766 M€ in
2017

Patent Licensing — CA: 130M€ en 2017 —
activité en cours de cession a InterDigital

4 domaines d’utilisation de ’'OSS

Logiciels embarqués dans nos produits
Logiciels utilisés dans nos services:

o Backend

o Chezle client

Outils internes (développement, tests, applications
métiers, ..)

Contribution a des projets OSS

Seul 'Open Source distribué est critique

N |

\

3
»,

W
N

Des enjeux forts : Compétitivité, time to market, différentiation et développement de nos ecosystémes

Des obligations : Protection de notre IP et conformité aux licences OSS utilisées
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OSS pour la Maison Connectée

Quelle est la stratégie OSS

Connected Home Portfolio A Tl mieelars
MANAGED SERVICES = Utiliser 'OSS autant que necessaire
» Telco gateways » Wi-Fi Doctorm™ pour:
» Cable modems & = délivrer des

» Wi-Fi Conductor™

gateways produits/services/solutions

différenciants sur le marche,
en avance sur nos concurrents

- developper notre ecosysteme
de partenaires

» LTE gateways

» Business
gateways

» Accessories

VIDEO - optimiser nos codts de

» Cable STBs deyeloppement et de

» IP STBs maintenance

» Satellite STBs . .

—— =  Contribuer aux projets OSS dans

. des domaines liés a nos activités
» Commercial Video
Solutions
» Accessories
¢ = Protéger les activités de Technicolor
S en appliguant strictement notre
CONNECTED LIEE — politique de gestion des compsants
critiqgues OSS et en n'autorisant

aucune deviation

» Smart Home/Security controller




Le déploiement operati

-

#1 : INVENTAIRE, savolir

S

qui

#2 : SECURITE, connaltre rri

#3 : CONFORMITE, aux Iicenceg ,
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L’organisation

. ry Senior management (Business, IP, Legal)
Strategle & POIlthue Coordinateur OSS Groupe

Mon |t0r| ng Monitoring de /activité

Dashboard publié par I'équipe en charge du
support OSS aupreés des équipes R&D
OSS dashboard PP g AP

Support & Animation s e s G5, euflld [

des informations (process, outils, mises a jour

, ; des informations sur les licences..
Réseau OSS champions )

Initialisé par les équipes devt SW,

COSP reV|eW board validé par dept juridique IP

avec ou non intervention du dept brevets
Workflow d’autorisation Approbation finale par le responsible R&D

technicolor
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Les regles d’utilisation de I’OSS chez Technicolor

Un OSS utilisé a des fins non commerciales et a usage purement interne ne requiert aucune autorisation du
département juridique

Un OSS utilisé dans un produit/une application/un service vendu est un composant dit critique, dont 'utilisation
répond a des régles définies selon sa catégorie de licence et ses cas d’utilisation

Les licences OSS sont classifiées en 4 catégories : Vert, , Rouge et Noir. Les licences Noir sont interdites.
La catégorisation des licences est effectuée par le département juridique; elle est disponible sur Confluence

Les licences Vertes sont autorisées mais doivent étre utilisées en conformité avec les recommandations du
département juridique

Si associées a d’autres catégories de licences, les licences Vertes doivent faire 'objet d’une autorisation et d’'un
COSP de méme gque les OSS de catégories et Rouge

Les cas dutilisation et les licences utilisées doivent étre identifiés dés les premiéres étapes de design et
d’architecture de la solution

L'analyse du COSP et des risques associés est conduite par le département juridique aussi tét que possible et
dans tous les cas avant la fin de la phase de développement

Une revue par le département brevets est demandée dés lors qu’un risque sur le portefeuille brevets est détecté
par le département juridique

Si des conflits IP apparaissent, ils sont remontés pour arbitrage au niveau du senior management et du comité
d’investissement

L'approbation finale de distribution de 'OSS dans une offre commerciale est donnée par le manager de I'activité

Toutes les exigences juridiques doivent étre remplies avant qu’'un OSS soit déployé hors de Technicolor
(commercialisation, demo, tests, production,..)

Cette politique est applicable a toute personne de Technicolor ainsi qu’'a ses sous-traitants et partenaires

technicolor

Technicolor COSP (Critical Open Source Component Policy) = N



Le Process de management de la compliance

Review and approve Compile notices Post publication
compliance record of FOSS for publication verifications
software components l l
—— —i— ——
Queued for Process - @ - " - " Outgoing Software
(@] =} [2) o = o c
= 7 2 T = 9 = °
Own Proprietary Software o @ s > ® = S =
L = © = o 2 13} Q o — Notices & Attributions
= = o = = =
rd c A Q (@) = D E
[ 31d Party Software J % § Ind 2. & g g g
[ FOSS ] - x | Written Offer
/l' JU Y JU T J \_'_’ \ Y )
Identify FOSS Scan or audit source code Resolve any Record approved  Verify source code packages Publish source code,
components for —and - audit issues in line with  software/version for distribution notices and provide written
review Confirm origin and company FOSS policies in inventory per —and — offer
license of source product and per  Verify appropriate notices are
code release provided
Example of Compliance Management End-to-End Process
technicolor
https://www.openchainproject.org/curriculum e i
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https://www.openchainproject.org/curriculum

Technicolor Worfklow

Critical Open Source Process

Outil développé en interne pour scanner & valider les composants OSS, de point de
vue Open Source & Sécurite

Example de revues en cours

OxXProduct

MyBUSYDOXPIOAUCE

Example de répartition des licences

OSS dans un produit Android

technicolor
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Les outlils

Support & Animation

License Scanner _ OSS Champions Makefile based

_
— nomos (OSS) — Buildsystem

Kernel Symbols Android

Scanner (TCH) Buildsystem

_ Supporting Tools }
Dependencies [ Yocto Buildsystem

Scanner (TCH)

Leaf
Dependencies
Scanner (TCH

OpenWRT
Buildsystem

Binary Analysis

(TCH)

L

Technicolor

Open Source
Report

Monitoring

Web Application
for OSS &
Security
Assessment
(TCH)

COSP
Review
Board

technicolor
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Technicolor

Notre extranet OSS

technicolor
— WHO WE ARE SOLUTIONS & SERVICES INNOVATION CAREERS THE FUTURE TRUST

FEEL THE WONDER

» HOME » SOLUTIONS SERVICES » CONNECTED HOME

OPEN SOURCE DOCUMENTS

Welcome to the Technicolor Open Software sitel

You may find the Open Source Software used or provided as embedded into the software of your Technicolor product and their corresponding licenses
and version number, to the extent required by applicable terms, on this Technicolor’s Open Source Software website.

Source code for Open Source Software for Technicolor products is made available for free upon request, according to the terms of the relevant Open
Source Software license(s), if and where applicable. For avoidance of doubt, Open Source Software is only licensed by the original owner of the Open
Source Software under the terms set forth in the designated Open Source License.

Open Source Software for Cisco Connected Devices products will be added to this website in the coming months. Specific Open Source Software
information for Cisco Connected Devices is still available at the address below:

http://ciscodocs.technicolor.com/supportfopen_source html

We ask for your patience as we transition support for the Connected Home products from Cisco to Technicolor.

FIND YOUR PRODUCT BELOW

Select a category V]

Select a product v

http://www.technicolor.com/en/open-source-documents
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Les outils pour manager I’Open Source

Strong
Challengers Contenders Performers Leaders
WhiteSource Software ()
mw . (DM\ .‘ \ B )
Sonatype
Current
offering
Flexera (-)
Veracode (-) ) Smopsys
Market presence
>
weak |- @OO(-)
Weak Strategy » Strong

a ‘r
https://www.blackducksoftware.com/sites/default/files/images/Downloads/Reports/USA/ForresterWave-Rpt. pdf P " -
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https://www.blackducksoftware.com/sites/default/files/images/Downloads/Reports/USA/ForresterWave-Rpt.pdf

x CONFLUENCE SUPPORT

R Y

+ Expandall = Colispseal
v Open Source Software Policy

* What - Why - Who

« 0SS Management Policy

* COSP Project Planning Chec. ..

+ COSP Form

* 0SS Publication

+ 0SS Tarball

+ 0SS Client Notification

+ Support Actors and Roles

» Training and Template

« Agreement Letter

+ Contribution Under OSS Terms

> COSP Software Workflow

> Open Source Software Tools

Recently Viewed

[® Open Source Software
Palicy (Open Source Software)

M ACC MannrAmmAnt Daling
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Notre intranet OSS

Pages o O

Open Source Software Policy

Technicolor

# Edit Y @

Guidelines

m COSP Checklist COSP Form

Tooling Community

What is OSS?

Open Software is the creation of marrying scientific freedom and
the Internet. For centuries, scientists have been freely sharing
"peer reviews", open exchanges of experiments, and resuits to
continue to be validated and accepted by the scientific
community. The Internet created rapid exposure for all "peer
reviews" and exchanges. For example, the World Wide Web
originated at CERN, the European Center for Nuclear Research
in Geneva, and was distributed at no cost.

Several names have been coined to specifically mean freedom
of exchanges of software between developers:

FEEL THE WONDER



Les difficultés et challenges

S’adapter constamment au nouveau périmétre du Groupe, a ses
nouvelles activités et aux nouveaux enjeux

Développer et maintenir le bon niveau d’expertise

Choisir les bons outils pour analyser les composants OSS et‘pauf vérifier
la conformité par rapport & notre politique OSS ’;;
Etre capable de mesurer les efforts deployes et le retour sur \ .
investissement '

Faire cohabiter une approche OSS et brevets ,

technicolor

.




Les 7 clés de lI'efficacité opeérationnelle

. Une politique et gouvernance claires et part:

—
)

2. Des outils de partage, workflow et monitoril

3. Un réseau interne de champions

4. Un dispositif de formation efficace

5. Un département juridique tres au point et re

6. Une collaboration étroite avec l'activite brev

7. Une discipline de fer et des audits réguliers

technicalor
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. Les best practices

Reconnaitre et encourager Tes (ﬂm})i'ons

OSS summit : Develoyj arship.et inspi
Un bench -'

technicolor l
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ANNEXES
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Extract of the OSS report of a 402 components SW

BNQUAEE 10U 0 = BUWOH PE eI - dnalSJoponeeL o LEsudad

Hame

Gind

Grd

Gtod
base-files
bem-bl
bem-dualbank
bom-flash
brcm-release
bretl
busybox
chat

check

comgt
conf-ipset

conntrack-

ebtables
firewall

fstools

gre

Version

22141

93

12-2

157 . S-unknown

34.1-

34.1-

34.1-

J41-

4.16L.03

1.23.24

24712

0.9.141

0.32-26

1.0

14241

2015-10-28-1

2017-05-27

2016-01-10-
964 15afecef35TE633206714 205ef3b2e7 361421

1-8

License

GPL-v2

GPL-v2

GPL-v2

GPL-v2

GPL-w2

GPL-w2

GPL-v2

GPL-w2

GPL-v2

GPL-v2

BSDiike

LGPL-v21

GPL-v2

GPL-v2

GPL-v2

GPL-vZ

GPL-vZ

GPL-vZ

Obligations
GPLv2

GPLv2

GPLv2

GPLv2

GPLv2

GPLv2

GPLv2

GPLv2

GPLv2

GPLv2
BSDlike, GPL-v2
LGPLv2.1
GPLv2

GPLv2

GPL-v2

GPL-w2
I5C,GPL-v2

GPL-w2

t.echnico!orr
L e |
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We scale with tooling and automation

What tooling and automation areas should | focus on?
Focus your tooling and automation on the following vital areas:

Open source identification What open source is in the build, including all dependencies?

License identification What open source licenses are in the build? Sometime there is more than one license in an open
source package. If there is more than one license, are the licenses compatible? Does the license contain any unique
terms?

Open source scanning We scan the source code of open source packages to identify potential IP issues such as other
third party licenses in the code (including commercial software), potential patent issues, and any prohibitions for
commercial use. We also scan for depth- to identify dependencies which could have licenses that may not be compatible
with the parent package.

A centralized data store We have a centralized repository for internal analysis of open source packages, so teams can
share scan results and not duplicate effort. We have over 60,000 unique scans available.

Automated analysis of new versions If a new version is not significantly different than a previously scanned version of
an open source package, then no new code scan is required.

Workflow automation, metrics, and tracking Our tooling supports customization of approval workflows based on risk
and business unit requirements. We can support use cases where no approvals are necessary to cases where legal and
business executives must approve. The workflow is also used to track what open source is used in which products and
services across our entire portfolio.

Contribution tracking Often an IBMer will have a different personal GitHub ID and IBM GitHub ID. We use tooling to
track contributions under either ID to ensure everyone gets credit towards our recognition program. We respect our
developers’ need to be individuals, and their open source code contributed under a personal ID represents them and..,.i-olor

their resume. g W
https://developer.ibm.com/code/open/culture/ FEEL THE WONDER
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https://developer.ibm.com/code/open/culture/

What are the open source etiquette “golden rules™?

1t you're implementing open source in your organization — and you should! — be sure ta remember these best practices. They'll help you become a trusted, in-demand collabaratoe

and mrovator,

Be nice and courteous

If the community views you as rude
ar arrogant they will go cut af their
way to ignoee you.

Don’t be a talker- be a
doer and a good
observer first

Open saurce communties respect

your ability to contribute code and
documentation improvements.

Don’t flaunt your title or
education
All the commumity cares about i4

yaur ability to be a hands-an
cantnbutor.

Get a mentorin the
community. Let them
put you to work

The sxpenenced contributor will be
mare witling to answer your
questions and do code reviews of
your wark If you help them out.

Don’t be & drive-by
committer

Communities expect a significant,
angning comemitment, Don’t dump in

Start small, build trust

You need to cantribute small
chamyes for 2 lang time before you
will be trusted to make large

Don’t forget tests

Expect to submit wnit tests with your
code patch and understand the
teating frameworks used in the

Code as the foundation
of your reputation

When you contribute, the clear
expactation is that yoo have the

stick to the rules

IBM prefers to contribute under
permissive licenses such as the
Apache ¥2, MIT, EPL, and BSD
heenses. GPL AGPL and other
restrictive licenses car cause raks
and require special consideration,

Being authentic maans sharing the

code and responsibility, All your code

development from commits, to
msues, 10 automated test cases —
will kappen in the open.

https://developer.ibm.com/code/open/culture

code for a featine you want and changes. community. nghts to contribute the code and that

leave. it is an original work, unless properiy
atinbisted to the author,

Know the license and Be authentic

/ technicolor
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